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Half-Double breaks all commercial defenses by leveraging victim refreshes
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Our goal is to develop a scalable Rowhammer mitigation with low overheads
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Security via Isolation: AQUA moves rows to a dedicated region of memory
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Max-Rows ∝ 𝟏
T, time−to−move

T
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Reserving 1-2% of DRAM for the quarantine region prevents Rowhammer
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Less migrations leads to 11X reduction in slowdown

Slowdown in AQUA: 1.8% Slowdown in RRS: 19.8%
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SRAM overhead for AQUA’s mitigation is 41KB per rank, 60X lower than RRS
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ü Breaks spatial proximity by isolating aggressors in 1-2% DRAM

ü Uses the same effective threshold as the tracker

ü Fewer rows need mitigation and fewer mitigations per row

ü 60X less SRAM and 11X less slowdown compared to RRS
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AQUA COMPARED TO PRIOR WORKS



ROW MIGRATION WITH SRAM-BASED COPY BUFFER



AQUA WITH MEMORY-MAPPED TABLES



SENSITIVITY TO ROWHAMMER THRESHOLD
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SPEC2017 ROW ACTIVATION CHARACTERISTICS



EXPERIMENTAL SETUP

• 18 SPEC2017 rate and 16 mixed 
workloads

• Fast-forward by 25 Bn instructions 
• Simulate for 250 Mn instructions 



PERFORMANCE DEGRADATION OF RRS
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