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ABSTRACT

A quantum computer consists of quantum bits (qubits) and a control
processor that acts as an interface between the programmer and the
qubits. As qubits are very sensitive to noise, they rely on continuous
error correction to maintain the correct state. Current proposals rely
on software-managed error correction and require large instruction
bandwidth, which must scale in proportion to the number of qubits.
While such a design may be reasonable for small-scale quantum
computers, we show that instruction bandwidth tends to become a
critical bottleneck for scaling quantum computers.

In this paper, we show that 99.999% of the instructions in the
instruction stream of a typical quantum workload stem from error
correction. Using this observation, we propose QuEST (Quantum
Error-Correction Substrate), an architecture that delegates the task of
quantum error correction to the hardware. QuEST uses a dedicated
programmable micro-coded engine to continuously replay the in-
struction stream associated with error correction. The instruction
bandwidth requirement of QuEST scales in proportion to the num-
ber of active qubits (typically << 0.1%) rather than the total number
of qubits. We analyze the effectiveness of QUEST with area and
thermal constraints and propose a scalable microarchitecture using
typical Quantum Error Correction Code (QECC) execution patterns.
Our evaluations show that QUEST reduces instruction bandwidth
demand of several key workloads by five orders of magnitude while
ensuring deterministic instruction delivery. Apart from error cor-
rection, we also observe a large instruction bandwidth requirement
for fault tolerant quantum instructions (magic state distillation).
We extend QuUEST to manage these instructions in hardware and
provide additional reduction in bandwidth. With QuEST, we reduce
the total instruction bandwidth by eight orders of magnitude.
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1 INTRODUCTION

A Quantum Computer can solve fundamentally difficult problems
which are unsolvable with conventional computers. It is envisioned
as an accelerator that can accelerate specific class of problems.
These problems range from breaking existing public-key encryption
to designing better catalysts for reducing carbon emissions [17,
42]. Because of the potential for achieving substantial speedups,
both industry and academia are actively developing a prototype
quantum computer. To this end, industry leaders like Google and
IBM have demonstrated quantum computers with nine and sixteen
quantum bits (qubits), respectively. To enable scalability, Google
and IBM are using superconducting qubit technology to fabricate
the quantum substrate. Scaling the number of qubits is vital as
it will enable the development of practical quantum applications.
To this end, several industry labs are in the process of building
50 to 100 qubit machines [9, 44]. As we move into the regime of
hundreds of qubits, quantum computers will face critical system
software and architectural-level bottlenecks that will hinder their
scalability [3, 16, 18, 24]. In this paper, we identify the instruction
delivery to the qubits as a critical bottleneck that prevents the
scalability of superconducting quantum computers. This paper aims
to provide low-cost solutions for mitigating the instruction delivery
bottleneck and enabling practical and scalable quantum computers.
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Figure 1: Organization of a superconducting quantum com-
puter. Control processor operating at 4 Kelvin manipulate
the qubits operating at 20 milliKelvin [24]).
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Figure 1 shows an organization of a superconducting quantum
computer. It consists of a control processor that is connected to a
quantum substrate that is composed of qubits. The control proces-
sor is a conventional computer which acts as an interface between
a programmer and qubits. The control processor can execute quan-
tum algorithms by manipulating and measuring states of qubits.
Unfortunately, qubits are highly susceptible to thermal noise and fre-
quently turn erroneous, thereby causing them to lose their quantum
information. To shield qubits against thermal noise, they are placed
inside a refrigerator that operates at ultra-low temperatures (around
20 milli-Kelvin). Even at these ultra-low temperatures, qubits can
only retain their data for few microseconds and experience error
rates as high as 1073, To make matters worse, data loss from a qubit
cannot be prevented by reading and refreshing their state (like
DRAM) as reading a qubit destroys the information associated with
the qubit. To improve reliability, theorists developed Quantum Error
Correction Codes (QECC) that enable fault-tolerant quantum com-
puting by mitigating erroneous qubits [41]. Currently, the QECC
protocol is embedded in the execution model and is implemented
by using a set of quantum instructions.!

The implementation of QECC also needs to be programmable
as the field of quantum error correction is currently an active area
of research. For programmability and flexibility, current proposals
for quantum computer designs manage QECC at the software level.
Based on this design, several prior works have recommended the
programmer or the compiler insert the QECC instructions directly
into the program’s regular instruction stream. This mixed instruc-
tion stream is then provided to the control processor [2, 16]. For
data integrity, the stream of QECC instructions needs to be exe-
cuted across all qubits even when there are no quantum operations
scheduled on a qubit. Such continuous and parallel execution of
QECC results in an instruction bandwidth that scales linearly with
the number of qubits. To estimate the increase in bandwidth as the
size of the quantum computer is scaled, we analyzed the bandwidth
requirements of Shor’s factoring algorithm with different input
sizes (ranging from 128 bit to 1024 bits). The results of this analysis
are shown in Figure 2. As per our analysis, factoring a 1024 bit num-
ber requires an extremely high instruction bandwidth (1007 B/s)
as it requires millions of qubits.2 Unfortunately, it is impractical to
sustain this instruction bandwidth within the tight power budgets
that dictate the operation of the quantum substrate and control
processor operate [24].

If QECC instructions are delayed due to the lack of available
instruction bandwidth, it can lead to uncorrectable errors. Unlike
conventional systems, where one can cache instructions and sus-
tain a large instruction bandwidth, instruction caching cannot be
used for QECC instructions. This is because any non-determinism
(from events like cache misses and tag-lookups) in the QECC in-
struction delivery will delay the execution of QECC. Even small
delay (~100ns) in the execution of QECC can result in uncorrectable
errors and the loss of quantum states. To make matters worse, as
dictated by the No-Cloning Theorem [53], the state of a qubit cannot

!We assume the gate compute model and use quantum gates and instructions
interchangeably.

2The bandwidth bloat and the number of physical qubits required are calculated using
the model described in appendix-M of [14]. It uses superconducting qubits that run
surface codes to mitigate physical error rates of 107* per error correction cycle.
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Figure 2: Instruction bandwidth for a superconducting quan-
tum computer with increasing number of qubits.

be copied. Due to this limitation, quantum applications cannot be
checkpointed and recovered in case of uncorrectable errors. There-
fore, the bandwidth required for deterministic execution of the
instruction will hinder the scalability of quantum computers.

To better manage instruction bandwidth, we propose QuUEST
(Quantum Error-Correction Substrate), an architecture for the control
p_rocessor that delegates the task of quantum error correction from
software to the hardware and reduces the QECC overheads in the
instruction stream. QuEST is based on three insights. First, QECC in-
structions form a significant majority of the instruction bandwidth
(99.99%). Second, QECC instructions are independent of the quan-
tum application control flow, and they can be executed without any
global synchronization. Third, QECC instructions have a determin-
istic control flow and relatively small instruction footprints. QUEST
manages instruction bandwidth by distributing the instruction de-
livery across simple Micro-coded Control Engines (MCEs). Each MCE
addresses a subset of the quantum substrate and manages QECC
instructions using a tiny programmable microcode. This enables
the MCEs to execute quantum error correction instructions without
requiring any software coordination and global synchronization.

To maximize the number of qubits serviced by each MCE, we
exploit underlying reuse patterns in QECC operations. By using
this additional optimization, each MCE can support about 90X more
qubits than the unoptimized design. By managing QECC instruc-
tions using micro-codes, QUEST decouples the delivery of QECC
instructions and regular instructions, permitting non-determinism
and enabling instruction caching for fault-tolerant logical instruc-
tions. By managing QECC in hardware near the quantum substrate,
QuEST reduces the required instruction bandwidth by five orders
of magnitude. Moreover, QUEST enables the non-deterministic de-
livery of the fault-tolerant (FT) logical instructions by decoupling
the issuing of QECC instruction and FT instructions. This can be
further leveraged to reduce the instruction bandwidth by three
orders of magnitude by caching fault-tolerant logical instructions.

The control processor operates at a temperature of 4K, and it is
placed close to the quantum substrate to maximize the connectivity
between qubits and the control processor. At a temperature of 4K,
conventional CMOS is not a feasible option as control processors
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have small power budget [24]. To enable efficient designs within
the small power budget, alternative technologies like Josephson-
junction (JJ) based quantum control logic are proposed [20, 33, 46].
This is because JJ based logic is 1000x more power efficient and
orders of magnitude more reliable than CMOS devices. In this paper,
we assume the MCEs are fabricated using JJ based technology and
that the MCEs use the surface code as QECC. This paper makes the
following contributions:

o We identify instruction bandwidth as a major challenge that
limits the scalability of superconducting quantum computers
and show that the Quantum Error Correction instructions
dominate the instruction bandwidth. As the number of qubits
scale, we show that the software managed error correction
is not viable as it leads to a linear relationship between in-
struction bandwidth and the number of qubits (Section 3).

e We propose QuEST, a quantum control processor architec-
ture where QECC is handled by using a programmable micro-
coded engine hardware. We utilize the QECC microcode to
continuously replay the QECC instructions without any soft-
ware intervention (Section 4).

e We propose a scalable microarchitecture for the microcode
engine using insights from the quantum execution model
and QECC instruction locality. By doing this, QUEST reduces
the instruction bandwidth by five orders of magnitude.

e We decouple the delivery of QECC instructions and fault-
tolerant instructions to enable instruction caching for fault-
tolerant logical instructions. This enables QuEST to provide
eight orders of magnitude instruction bandwidth savings
(Section 5).

2 BACKGROUND

In this section, we briefly discuss the fundamentals of quantum
computing, the organization of a quantum computer, and the im-
plementation of quantum instructions.

2.1

Unlike conventional computers that use binary bits to encode infor-
mation, quantum computers encode information using two-level
quantum systems called qubits. These two levels can be denoted

as vectors: [0) = (1 O)T and [1) = (0 l)T. Unlike a classical bit,
a qubit can exist in any state which is a superposition of the two
levels. Mathematically, it can be expressed as |f) = a |0) + f|1),
where |¢/) is an arbitrary state of a qubit. When a qubit is measured
or read, the quantum state collapses into a single classical bit that
is either 0 or 1 with the probabilities a? and 2 respectively. The
measurement of a qubit is irreversible and it destroys the quantum
information associate with a qubit.

Quantum instructions manipulate the state of a qubit by chang-
ing the magnitude and phase of the probability amplitudes « and f.
For example, applying a X-gate flips @ and fie X [{) = f|0)+a |1).
Theoretically, an arbitrarily large number of quantum instructions
are possible because even a small change in probability amplitudes
produces a valid quantum state. However, most useful quantum
instructions can be generated with a small instruction set of univer-
sal gates (X, Z,H,S,T,CNOT). Apart from these universal gates,

What is Quantum Computing?
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the Prepg and Prep; instructions initialize qubits in either the |0)
or |1) state, while the Meas instruction measures a qubit.

2.2 Organization of Quantum Computer

Figure 3 shows the organization of the quantum computer that is
considered in our study. We assume the accelerator model for the
quantum computer, where the quantum computer is connected to
a traditional host which offloads quantum executables onto the
quantum computer. The quantum computer is kept inside a cryo-
genic refrigerator with multiple thermal domains. A 77K domain
holds cryogenic DRAM that keeps the instruction working set of
the quantum application. A 4K domain holds a control processor.
A 20 mK domain contains the quantum substrate. DRAM is used
to contain the working instruction set of the quantum application
as the instruction footprint for quantum algorithms is typically
large (10s GB) [28, 29]. Additionally, conventional memories such
as DRAM are empirically found to continue operating at 77K [19].
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Figure 3: Organization of a scalable quantum computer.

We assume that the control processor operates at 4K and is con-
structed with JJ technology [36, 46]. In JJ technology, a Josephson
junction serves as a switch to construct Boolean gates. Compared
to CMOS gates, J] based gates are 1000x more power efficient when
clocked at 10 GHz [20]. Furthermore, JJ technology is extremely
reliable at 4K and has a demonstrated bit error rate of 1073 [20].

We assume that the control signals to the quantum substrate are
routed using flexible superconducting interconnects, which provide
high-density wires at very low leakage and thermal losses [43, 51].
This proposed interconnect technology can support more than mil-
lion control wires at 20mK without violating the thermal budget.
This paper focuses on quantum substrates built with superconduct-
ing qubit technologies that operate at 100MHz.

2.3 Implementing Quantum Instructions

The implementation of the quantum instructions depends on the
qubit technology. For superconducting qubits, the state of a qubit
can be manipulated by applying an electric signal at microwave
frequencies. The application of the microwave signal on the qubit
is equivalent to executing a quantum instruction on that qubit.
Existing superconducting quantum computers utilize point to point
connections between the qubits and a microwave generator, so
every qubit device demands a dedicated waveform generator which
limits the scalability.
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Figure 4: A Quantum Execution Unit with waveform genera-
tor and microwave switch. A quantum instruction provides
the select signal to the microwave switches.

A recent work by Hornibrook et al. [24] demonstrates a scalable
quantum execution unit called the Primeline Multiplexing Archi-
tecture. The primeline architecture uses a matrix of microwave
switches to multiplex the outputs of a small number of expensive,
arbitrary waveform generators (AWG) as shown in the Figure 4.
The AWGs generate control pulses capable of manipulating and
measuring qubits. The control pulses correspond to specific types
of quantum instructions. The AWG continuously passes the pulses
to the switch matrix through an analog bus called the prime-Iline
bus. The switch matrix acts as an analog multiplexer that is con-
trolled by select bits from a digital address bus. The select bits on
the bus determine which waveform is directed to which qubit in
a given cycle. The quantum instructions in this architecture are
simply the appropriate bits in the select line of the switch matrix.
In this paper, we assume that the quantum execution unit is based
on the primeline architecture.

3 QUANTUM ERROR CORRECTION

In this section, we discuss the need for error correction in quantum
computing and how this dramatically increases the instruction
bandwidth for quantum workloads.

3.1 Need for Quantum Error Correction

Qubits are sensitive to noise and can lose their state information
through interactions with their environment. This loss of state is
called Decoherence. For superconducting qubits, coherence time is
up to 20uS [4] and the probability of decoherence increases expo-
nentially as time passes. Experiments indicate the average error rate
of 1073 per 100nS for a superconducting qubit device [38]. In addi-
tion to decoherence effects, quantum instructions have low fidelity
and can produce erroneous states. To make quantum computing
feasible, Quantum Error Correction Code (QECC) was developed to
mitigate these errors [41]. At a high level, a QECC is composed of
a continuous loop of quantum instructions that correct memory
errors and the use of redundant data encoding to enable reliable
quantum instructions.

3.2 QECC Implementation

QECC detects and corrects errors by generating error syndromes.
To generate error syndromes, the QECC algorithm entangles extra
‘ancillary’ qubits with data qubits. The algorithm then measures
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the ancillary qubits in the error syndrome to detect errors. The
measurement destroys the entangled information of the ancillary
qubits while leaving the data qubits unaffected. After that, the
ancillary qubits and data qubits are re-entangled to produce a new
error syndrome for the next QECC cycle as shown in Figure 5. This
cycle is performed continuously to avoid non-correctable errors.

Noise
Error
o —1%)—correction|— ¥
Data Qubit Correction
Syndrome
Generation | Syndrome
Measurement
Error
|000 ...0,,) —
Ancila Qubits Decoder

Repeat Syndrome Generation

Figure 5: Quantum error correction instructions continu-
ously generate and measure syndromes by entangling and
measuring the ancillary qubits.

QECC improves the reliability of instructions by grouping sev-
eral fragile physical qubits into a single ‘logical’ qubit. By using
this abstraction, fault tolerant quantum instructions can be built
that amortize low instruction fidelity. In a proposed quantum pro-
gramming model, a programmer composes a quantum application
with fault tolerant logical qubits and instructions [16]. A compiler
then expands each logical instruction into a group of parallel phys-
ical instructions and streams these instructions to physical data
and ancillary qubits. The choice of QECC determines the underly-
ing implementation of error syndromes and logical qubits. In this
paper, we utilize state of the art Surface Code based error correc-
tion schemes. A brief design overview for surface code protocol is
described in Appendix A.

3.3 QECC Dominates Instruction Stream

Current quantum programming models manage QECC at the soft-
ware level. This provides the programmer with the flexibility to
choose the type of QECC they want, including pre-compiled er-
ror correction software libraries [16]. However, managing QECC
at the software level requires the host to transmit all the QECC
instructions to the control processor through the same channels
as program instructions. Since QECC issues continuous parallel
instructions, its required bandwidth instruction grows significantly,
and the specification for the control processor becomes impractical.

For example, let’s assume a superconducting qubit that operates
at 100 MHz with byte sized quantum instructions. To maintain
data integrity, each physical qubit needs to receive the QECC in-
structions close to its operating rate and thus requires 100 MB/s
of instruction bandwidth. At small scale, this linear relation be-
tween qubits and instruction bandwidth may be tolerable. At large
scale, a large instruction bandwidth can hinder the design of large-
scale quantum computers. For example, a quantum computer with
100,000 qubits will require 10TB/s of instruction bandwidth within
a tight temperature and power budget. Worse, unlike conventional
systems, the bandwidth is not only a performance bottleneck but a
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correctness bottleneck. If QECC instructions are not issued at the
desired rate, the physical qubits experience a delay in the QECC
cycles thereby increasing their error rates.

To understand the severity of the QECC overhead, we esti-
mated the bandwidth overhead of seven quantum workloads with
QuRE [47] by calculating the ratio of QECC instructions to the
actual workload instructions. Figure 6 shows the ratio of QECC in-
structions to the useful instructions for various workloads. Almost
99.999% bandwidth is dedicated to the QECC instructions.
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Figure 6: Ratio of QECC instructions to regular instructions
in quantum workloads. QECC requires an instruction over-

head of 4 to 9 orders of magnitude.

3.4 Need for Deterministic Instruction Supply

Unfortunately, traditional methods of managing high instruction
bandwidth do not translate to quantum computing. For instance,
conventional computers cache instructions to manage high instruc-
tion bandwidth. However, these instruction caches introduce non-
deterministic latencies (due to cache misses and tag lookup) that
are unacceptable when executing QECC instructions as it increases
the error rate. To minimize the complexity of QECC, it is essen-
tial to have a deterministic supply of instructions from the control
processor to each of the qubits.

4 QUEST: OVERVIEW AND DESIGN

To manage the instruction bandwidth of quantum computers, we
propose a control processor architecture called QUEST (Quantum
Error-Correction Substrate).

4.1 Insight

We design QuEST based on four key insights. First, with conven-
tional software-managed error correction, QECC instructions con-
tribute more than 99.999% of the total instructions in the instruction
stream of a quantum workload. Second, it is necessary to deliver
QECC instructions in a deterministic fashion to ensure the reli-
able operation of the quantum substrate. Third, QECC instructions
have high parallelism and can be performed independently with-
out any global synchronization. Fourth, QECC instructions are
simple enough that microcode tables can store and deliver micro-
operations without sacrificing determinism and programmability.

4.2 Control Processor Organization

In QuEST, the control processor is divided into an array of dedicated
Microcode Control Engines (MCEs) placed at 4K temperature and
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Figure 7: QuEST uses independent hardware units called as
Microcoded Control Engines (MCE), to deliver instructions
to a fixed qubit group.

a master-controller. These are all connected via a global data and
instruction bus as shown in Figure 7. Each MCE manages a tiled
subsection of the quantum substrate and executes logical and QECC
instructions for that tile. Each MCE is solely responsible for issuing
QECC instructions for its tile. These tiled subsections are composed
of a fixed number of predefined qubits and are independent of each
other. The master-controller orchestrates all logical operations by
dispatching the logical instructions to the appropriate MCEs.3

An MCE has four functional blocks: instruction pipeline, mi-
crocode pipeline, quantum execution unit, and error decoder pipeline,
as shown in Figure 7. The instruction pipeline (IP) delivers logical
instructions and translates them into physical instructions. The
microcode pipeline (MP) feeds these physical instructions to the
quantum execution unit. The quantum execution unit is based on
a prime line architecture. It consists of an AWG and a microwave
switch array controlled by physical instructions. The error decoder
pipeline is a part of a two-level error decoding scheme. The error
decoder collects the syndrome measurement data and performs
a limited local error decoding with a lookup table to correct fre-
quently occurring isolated single-qubit errors. Additionally, there
is a single global decoder in the master-controller that decodes
more complex error patterns [50]. The global bus between the MCE
and master controller carries both logical instructions and error
syndrome data. The master controller delivers logical instructions
to MCE using a packet switched network. In this paper, we focus
on solving the instruction bandwidth problem by optimizing the
instruction and microcode pipeline.

4.3 Microcode Pipeline

The microcode pipeline (MP) executes all physical instructions
translated from logical and QECC instructions. The MP consists of
a microcode memory and an address decoder as shown in Figure 8a.
To guarantee that each qubit receives an instruction per cycle, the
physical instruction is designed similar to a very long instruction
word (VLIW) and composed of a pop per qubit. These instructions
are executed in lockstep for all qubits to ensure parallel QECC
operation. The parallel constraint stems from the need to construct
a continuous lattice of error syndromes as discussed in Appendix A.
The microcode pipeline architecture ensures the complete control

3Master-controller is assumed to be placed at a higher temperature (77K) and is
fabricated using CMOS technology as it requires a complex architecture to handle the
run-time environment and the error correction decoder.
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Microcode memory organization with QECC-pop table, Logical-pop table and mask table. QECC pop contains fully decoded
pops used to execute QECC cycle. Where each pop has op-code and address bits.

over all the quantum operations at any point of time so that no
qubit remains idle.

Inside the MCE, a physical instruction is executed in three steps
as shown in Figure 8a. In step @, the pop corresponding to an
instruction moves from the microcode memory to the address de-
coder. In step @, the decoder delivers the pop to the corresponding
microwave switch, and piop is latched onto it. The pop corresponds
to the specific waveform as discussed in Section 2.3. Steps @ and
@ are repeated until all the microwave switches in the execution
unit are latched with the corresponding pop. In step €, a master
clock is applied to both the AWG and all the microwave switches
which activate the switches and results in parallel synchronized
execution of quantum instructions.

This execution model guarantees a complete control over all
qubits at any point in time. The timings for all the instructions are
therefore predetermined by design and are managed by the master
clock. These steps are pipelined to improve the throughput and
minimize the delay between two quantum instructions. When a
microwave switch is active and passing microwave signals from
the AWG to the qubits, a pops corresponding to next instructions
can be latched onto the microwave switches.

4.4 Managing QECC Bandwidth

The primary objective of QuEST is to deliver QECC instructions
without intervention from the master controller. To achieve this
goal, we partitioned the microcode memory into a QECC-pop mem-
ory, a logical-yiop memory and a mask table as shown in Figure 8c.
QECC-pop table contains the fully decoded QECC-pops which can
be directly latched into Quantum Execution Unit by accessing the
QECC-pop table. Figure 8b shows a QECC instruction cycle, where
all the qubits are assigned an instruction.

The mask table holds mask-bits that decide if the pop for a given
qubit should be fetched from logical pop or QECC-pop memory. If
there are no logical instructions in logical-pop table then the MP
replays QECC-pops continuously to generate error syndromes.*

The size of the microcode table and the design of the QECC
protocols depend on the number of instructions in the QECC cycle

4The function of mask table is elaborated in Section 5.1 which describes the execution
of logical instructions.
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and the size of instructions. Both the number and size of the instruc-
tions depend on the type of QECC used. For our architecture, we
use a “simulacrum” of existing surface code QECC cycle (syndrome
generation circuit depth) that is approximately 9 to 14 instructions
long [14, 50]. The last instruction in this QECC cycle measures the
syndrome qubits. In our design, the resulting measurement is fed
into the error decoder pipeline which resolves errors and reports
them to the master controller.

Our architecture makes the QECC portion of microcode table
programmable, so the choice of QECC is flexible. However, even
with a different error correction scheme, the number of instructions
(quantum circuit depth) in a syndrome generation cycle is expected
to be small as the cycle size and error rate (due to decoherence
and instruction fidelity) are coupled. We reasonably assume that
number of QECC instruction in a QECC cycle (syndrome gener-
ation circuit depth) will be short and that it is possible to supply
QECC instructions from a reasonably sized microcode. A detailed
feasibility analysis and design optimization are discussed in the
next section. However, it will be shown that designing a microcode
table using JJ technology faces some challenges.

4.5 Microcode Architecture

The main limitation of JJ technology is the lack of a dense mem-
ory. Existing JJ fabrication technology has limited JJ density (10°
to 108 JJs per cm?) which is almost 100X to 10000x smaller than
state of the art CMOS technology [21, 49]. Additionally, the high
complexity of JJ-based memories also limits the memory capacity
as a memory element requires a large number of JJs. The limited
memory capacity also has a direct impact on our design since this
limits the capacity of our microcode memory. This places a ceil-
ing on the number of qubits serviced per MCE which restricts the
overall scalability of our quantum computer. While it is difficult to
quantify the available memory capacity for the state of the art JJ
process technology due to limited data, conservative estimations
of memory capacity from older fabrication processes suggest a
memory density of ~4Kb/cm? [49]. Optimistic estimations of mem-
ory capacity using state of the art technology suggest a capacity
of ~400Kb/cm? [11, 12]. Limited memory capacity is not the only
design challenge. The bandwidth of the microcode memory also
limits the number of qubits per MCE, especially for the lockstep
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VLIW execution model. This model assumes a microcode table that
delivers instructions to all the qubits in one cycle (each cycle is
10ns-20ns long).

However, we can reduce the capacity needed for QECC-microcode
with the following insights: In a quantum execution unit, physical
instructions are executed in lock step. All pops are first latched
onto all microwave switches, and then the quantum instruction is
executed. This process does not require random access to the pops
as all qubits are addressed every execution cycle. Additionally, the
order of latching the instructions is not important so the address
bits can be omitted from the pops. This means the QECC microcode
memory can be designed as FIFO. This reduces the capacity required
per instruction, so the total QECC microcode capacity will scale
with O(N) instead of O(Nlog2(N)). This improves the scalability
by 3 to 4 times as shown in the Figure 10.

To reduce the capacity requirement further, we can utilize the
underlying instructional similarity in the surface code. The basic
unit of a surface code is the set of spatially repeating syndrome
generation instructions that are executed on all the physical qubits
in order to generate spatially periodic syndromes as shown in
Figure 9. The spatial granularity of the repeating instructions is
a unit cell of 25 qubits [14]. By replaying the unit cell op-codes
spatially, one can generate the complete sequence of instructions
for a surface code error correction cycle. A small set of instructions
corresponding to the unit-cell can be stored in a microcode memory
and replayed using a state machine. This optimization effectively
manages QECC instructions with a fixed memory capacity such
that QECC microcode capacity scales with O(1) which improves
the scalability as shown in Figure 10.

_Cbits log(n) bits | C bits

[opcode | Address | —— [opcode |
(a)

<€Unit Cell Instruction Block»

Cycle 1 [11_171_?1_3_1717{:[1_17171_.71717{: :TFI_FITI_...'I'l'[LTi
Cycl_ez Hc[ el o Trfcelfel el o] |[c|:...i|c[ el o] ||c|i

P | N |
cycle T T3 (T [ W), - (o Tl [T

Unit Instruction block Repeating in Space
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Figure 9: (a) In FIFO optimization, address bits for a pop
are dropped. (b) QECC instructions have a repeating unit in-
struction block. Only unit block instructions can generate
instructions for all of the qubits.

The mask memory requires a memory capacity of N bits per
MCE, as each qubit requires a mask bit to select between QECC
instructions or logical instructions, so its capacity scales on the
order of O(N). However, for the surface code, the storage can be
reduced if a coalesced mask bit is used for a small group of qubits.
For surface codes, all the logical instructions have the operational
granularity of d? physical qubits where d is the code distance.? For
N physical qubits, only N /d? mask bits are used. As the shape and

5 A code with the distance of d can detect % errors in a single error correction cycle.
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dimension of the mask are pre-determined, coalesced mask-bits
can be used to mask QECC instructions. The proposed capacity
optimization is based on the locality and usage patterns of QECC
instructions. Although the design is specific to surface codes, the
underlying insights can be applied to other classes of quantum error
correction codes such as planner codes, color codes and triangle
codes [27, 50, 54]. For example, the 4 X 4 unit cell can be used for
the class of surface code discussed in [50].

108
% —RAM
L  |—FIFo .
2 |- unitcen O(N"log,N)
& 10°F i
q
o O(N)
(0]

41 N
§ 10
o o(1)
S
=52 . .

10°, . . N
A0 A0 AQ A0
Number of Qubits

Figure 10: Trends in required memory capacity vs number
of qubits serviced for microcode designs.

In QuEST, all the contents of microcode memory (both mask
and QECC microcode) are streamed out every cycle which cre-

ates a large bandwidth demand. This bandwidth requirement for
NxInstructionSize
InstructionLatency

tency is roughly 10 ns. The proposed FIFO optimization reduces the
raw bandwidth demand from O(NlogzN) to O(N) since it reduces
the instruction size. However, the unit cell optimization does not
reduce the bandwidth directly since we need bandwidth to replay
QECC instructions. However, the capacity reduction from the unit
cell optimization indirectly affects the output microcode bandwidth.
A smaller capacity microcode has a smaller read latency, i.e. it can
deliver more op-codes to Quantum Execution Units per unit time.

To find the efficacy of our optimizations, we calculated the num-
ber of qubits serviced per MCE for each optimization for one-
channel, two-channel and four-channel memory configurations
for a fixed memory capacity of 4Kb.% The one channel memory
is a 4Kb memory array with one read port. The two channel is a
2x2Kb memory with two independent memory arrays with a read
port each. The four channel memory is 4x1 Kb memory with four
independent memory arrays. Figure 11 shows the results of this
experiment. The baseline design assumes no capacity optimization.
QECC instructions are managed by software and buffered in a JJ
based memory with a conventional encoding of op-code and ad-
dress bits. In the baseline design, the number of serviced qubits is
limited by the microcode capacity since the capacity scales with
O(N X loga(N)). A 4Kb microcode memory can only hold 48 qubits
worth of QECC instructions and addition of channels does not affect
the number of serviceable qubits.

For FIFO optimization, microcode memory capacity scales as
O(cx N) where c is the op-code size. For a 4 bit op-code, the number
of serviced qubits is limited to 120 due to the memory capacity. For
Unit cell optimization, a number of serviced qubits is decoupled
from the memory capacity since the number of QECC instructions

microcode memory is where the instruction la-

© 4Kb memory requires about 170,000 JJs over 1 cm? and consumes about 104W [11].
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Figure 11: Number of qubits serviced per MCE for microcode
designs with a fixed 4Kb microcode memory.

for a unit cell easily fit into a 4Kb microcode memory. The number
of serviced qubits now only depends on the memory bandwidth as
shown in Figure 11 where adding more bandwidth improves the
number of serviced qubits. For a microcode design with unit cell
optimization, a linear increase in channels provides a super-linear
increase in bandwidth due to the small capacity of the microcode
bank. For a one channel 4Kb, the memory access latency is three
cycles [11]. For a four-channel 1Kb memory configuration, the read
latency decreases to 2 cycles, and the bandwidth improves by 6x.

5 INSTRUCTION PIPELINE

In this section, we briefly overview how logical instructions are
executed in QuEST. Later we discuss a source of logical bandwidth
bloat and how QuEST can be extended to solve it.

5.1 Executing Logical Instructions

Surface codes group physical qubits into a block and disable the
execution of quantum error correction within that block to create
a logical qubit. Figure 12a shows a section of the surface code com-
posed of both data and ancillary qubits (for a description of surface
codes see Appendix A). The surface code section in Figure 12a
does not contain any logical qubits. To create a logical qubit, the
syndrome generation and measurement is turned-off. Figure 12b
shows logical qubits Q1 and Q2 that were created by turning off (or
masking) error correction for all the ancilla qubits inside the area
and on the perimeter of the highlighted squares.

A single logical qubit can be created with two masked squares
briefly connected during initialization (Fowler et. al [14] describes
this process in detail). The logical qubit with code distance of d
can detect d L errors every error correction cycle and requires at-
least d qublts on the perimeter of each square mask. The distance
between two masks should also be d data qubits. This requires
total 12.5 x d? physical qubits per logical qubit (as per Appendix-M
of [14]). Broadly, there are two categories of logical instructions
that manipulate logical qubits: transverse instructions and mask
instructions. Transverse instructions, like SIMD instructions, are
applied on all physical qubits inside a logical qubit. For example,
to prepare a logical qubit in the |0) state, a transverse Preprogical
instruction is applied to all physical qubits inside the logical qubit
and initializes all the physical qubits to |0). Mask instructions move,
expand and contract the boundary of logical qubits by changing
the QECC-mask. Figure 12c¢ shows an intermediate braiding step
for the logical CNOT operation where the boundary of the logical
qubit-Q1 is expanded and braided along the boundary of the logical
qubit-Q2 by altering the bits in the mask-table.

RRR

Tannu et al.

The Instruction Pipeline (IP) supports transverse and mask in-
struction in hardware. This pipeline consists of an instruction buffer,
an instruction decoder, and a logical pops table as shown in Fig-
ure 8a. The IP executes logical instructions in three steps. Step €,
the MCE receives packets of logical instructions from the master-
controller and places them in the instruction buffer.” Step @, the
decoder decodes the instruction and, in step @, places the resul-
tant pops into the logical microcode. To define a logical qubit and
execute a mask instruction, the instruction decoder sets bits in the
mask table to disable QECC pops for a defined boundary. Note that
the interleaving of QECC in logical instructions is fixed and the
part of Quantum Error Correction protocol design.

000009

Figure 12: (a) Surface code substrate with data and ancilla
qubits. (b) Logical qubit Q1 and Q2 created by masking error
correction instructions over group of qubits. (c) State of the
logical qubits can be manipulated by growing or shrinking
their boundaries and braiding.

5.2 The Logical Bandwidth Problem

Most quantum workloads execute only two to three logical in-
structions in parallel [18, 28] hence the required logical instruction
bandwidth is expected to be small. However, workload analysis
shows that required logical instruction bandwidth is substantial
even though logical instruction level parallelism is small. This high
demand stems from just one class of complex logical instruction
called T-gates or T-instructions. The T-gate rotates the qubit by
/4 about the Z-axis. It is one of the gates required to form a
universal set of quantum gates. Its use is essential to perform ar-
bitrary rotations [29]. The fault-tolerant logical T-gate operation
requires ancillary qubits in a specific state known as the magic
state. Unfortunately, magic states can only be generated by a family
of recursive algorithms, called distillation processes, that consume
many execution cycles. Magic state distillation quickly bottlenecks
almost all analyzed workloads as these workloads require magic
states for T-gates roughly every third instructions. Overall, T-gate
instructions constitute 25% to 30% of the instruction stream. One
solution to avoid stalling T-gate instructions is to execute many
parallel instances of the distillation algorithm [25]. Each instance of
distillation is called a T-factory. T-factories require a large portion
of the instruction bandwidth as they require continuous execution
of parallel instructions. Figure 13 shows the T-factory bandwidth
overhead. The overhead is the ratio of distillation instructions to

"Note that the arbitrary rotations are not translated at the MCE. They are either
decomposed at run-time (by the master controller) or at compile time (by the Host).
The Instruction Pipeline (IP) then translates only the logical Clifford operations (CNOT,
H, X, Z) into corresponding physical instructions or pops.
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algorithmic instructions. Like QECC instructions, the demand for
the distillation instructions is deterministic and continuous.
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Figure 13: The ratio of T-factory instructions to total
quantum application logical instructions in the instruction

stream of quantum workloads.

5.3 Enabling Logical Instruction Caching

As QuEST decouples the logical and QECC instructions, we can
extend the MCEs to cache logical instructions and reduce logical
instruction bandwidth without impacting reliability. Additionally,
the distillation algorithms are recursive and have a deterministic
control flow. We can leverage this observation and use the instruc-
tion buffer as an instruction cache. The size of instruction cache
depends on the specific distillation algorithm used. A typical distilla-
tion algorithm has 100 to 200 logical instructions. We evaluated the
feasibility of adding the cache to the logical buffer while assuming
our quantum ISA was similar to the one proposed by Balensiefer et
al. [2] and that quantum instruction size was fixed at two bytes. We
found that we could architect an instruction buffer as a software-
managed cache and reduce the global bandwidth further by three
orders of magnitude.

6 METHODOLOGY

In this section, we briefly describe the quantum workloads and the
tools used in our evaluations of QUEST architecture.

6.1 Quantum Workloads

Current prototypes of quantum computers are small and unsuitable
for executing realistic quantum workloads because they require
several hundred thousand to millions of qubits. For our studies, we
assumed our quantum substrate has a sufficient number of qubits
to solve these realistic quantum workloads. We used six different
quantum workloads drawn from a ScaffCC workload suite [26] and
recent quantum chemistry applications [17]. A brief description of
these workloads is as follows:

e Binary Welded Tree (BWT) [7]: The benchmark utilizes quan-
tum random walk algorithm to find a path between an entry
and exit node of a binary welded tree.

e Boolean (BF) [1]: This benchmark uses the quantum algo-
rithm to provide the best strategy for the game of hex.

e Ground State Estimation (GSE): This quantum chemistry
application uses the phase estimation algorithm to compute
the ground state of the FezSy molecule which is essential to
understand photosynthesis.

e Ground State Estimation of (FeMoCo) [17]: This quantum
chemistry application computes the ground state of the ac-
tive site of a molecule which acts as a catalyst in biological
nitrogen fixation. This application can increase the efficiency
of fertilizer production.
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e Quantum Linear System (QLS) [31]: QLS finds the solution
to a linear system Ax=b. It shows a polynomial speedups
compared to classical algorithms and can help domains such
as machine learning and optimization.

e Shor’s Algorithm (SHOR) [42]: Shor’s factoring algorithm
can factor numbers in polynomial time. Prime factorization
is a classically hard problem and it scales exponentially. The
exponential scaling of the factorization is the foundation of
RSA encryption standard. However, with a quantum com-
puter running the Shor’s algorithm, it is possible to break
RSA and other public key encryption systems.

o Triangle Finding Problem(TFP) [32]: This benchmark finds a
triangle within a dense undirected graph. It is parameterized
by the number of nodes n in the graph.

6.2 Evaluation Framework

We evaluated the total bandwidth requirement with modified QuRE-
Toolbox and Scaffold [26]. QuRE is a resource estimation tool for
quantum algorithms [47]. It uses analytical models to evaluate exe-
cution time and the total number of physical qubits and physical
instructions for a particular algorithm.® It requires technology pa-
rameters such as quantum instruction latencies and error rates,
along with the design parameters of a quantum error correction
code. For this work, we assumed the substrate was made of su-
perconducting qubits with the technology parameters tabulated
in Table 1. The experimental instruction latencies are based on
real qubit devices described in [50]. Projectedp are projected gate
latencies proposed by DiVincenzo that are widely used in QECC
studies [10]. For modeling microcode memory we use technology
parameters described in [11, 12].

Note that the logical qubits described in the Figure 12c cannot
guarantee the braiding of multiple logical qubits in parallel. Parallel
braiding of multiple logical qubits is essential for parallel CNOT
operations. However, our evaluations utilize 2-D layout of logical
qubits and employ a qubit definition that is used by QuRE. Such a
representation uses extra physical qubits to allow multiple parallel
CNOTs and braiding operations without moving the logical qubits.
This definition of a logical qubit assumes 7dx3d patch of physical
qubits per logical qubit and requires 6x more qubits as compared to
the optimal logical qubit described in Figure 12. This leads only to
0.1% increase in the estimated number of physical qubits and the
instruction bandwidth for the workloads used in our studies.

Table 1: Technology Parameters

l Parameter [ Description

[Experimentals [Projectedp [ProjectedD [

Iprep state preparation|1us 40ns 40ns
t single-qubit 25ns 10ns 5ns
tmeas measurement 1us 35ns 35ns
tCNOT CNOT 100ns 80ns 20ns
Tece one round 2.42ps 405ns 165ns

8QuRE assumes zero overhead on the movement of the logical qubits to evaluate the
execution time which may not be true in realistic quantum machines. This assumption
leads to underestimation of the execution time of a quantum application and overesti-
mation the logical instruction bandwidth. However, we are interested in the fraction
of the ECC bandwidth to logical bandwidth. This ratio is largely independent of the
execution time and is dependent only on the fraction of QECC instructions in the
instruction stream.
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7 EVALUATIONS

In this section, we evaluate the total bandwidth savings of QUEST
over the baseline design that manages the error correction in soft-
ware. We also examine how Quantum Error Correction protocol
design impacts the throughput of the MCEs.

ode managed QECC
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Figure 14: Global bandwidth savings with QuEST.

We use QuRE to evaluate the reduction in global instruction
bandwidth by calculating the total instruction bandwidth with and
without QECC overheads. In the baseline implementation, the com-
piler generates the physical instruction stream corresponding to the
logical instructions, including the magic-state distillation instruc-
tions and QECC instructions. In QuEST, the architecture manages
error correction using dedicated MCEs. Now, only the application’s
logical instructions and the master-controller’s synchronization
tokens contribute to the global bandwidth. QuEST also manages
magic state instructions locally at the MCEs with software man-
aged logical instruction caches. Synchronization tokens manage
instruction cache and facilitate logical qubit movement and complex
logical instructions across MCEs.’

We evaluated QuEST for the quantum workloads described in
Section 6.1 over three different set of qubit technology parame-
ters and two different error-syndrome designs: Shor-syndrome and
Steane-syndrome. The qubit parameters are specified in table 1.
Each error-syndrome design requires a different number of instruc-
tions in each QECC cycle. The Shor syndrome based design needs
14 instructions per qubit to generate and measure the syndrome.
The Steane syndrome based design requires fewer instructions that
the shor-syndrome and only needs nine instructions per qubit to
generate and measure the syndrome. For all our evaluations we
assumed an error rate of 1074,
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Figure 15: Sensitivity of global bandwidth savings for vari-
able qubit error rates.

“Logical instructions across MCEs are not evaluated in this paper
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Figure 14 shows the global bandwidth savings for quantum
workloads run on QUEST with Projectedp technology and Steane-
syndrome. These results represent all configurations as both the
technology parameters and the syndrome design have little impact
on bandwidth savings with a coefficient of variation (standard de-
viation divided by the mean) of 0.0002% between configurations.
Managing QECC instruction in the MCEs reduces the instruction
bandwidth by at least five orders of magnitude. The addition of
logical instruction caches to the MCEs reduces the instruction band-
width by another three orders of magnitude. Overall, the QUEST
architecture reduces the instruction bandwidth by almost eight
orders of magnitude.!°

Figure 15 shows bandwidth savings for three different qubit
error rates. A reduced error rate lowers the total number of phys-
ical qubits needed to run a workload. In turn, this reduces total
instruction bandwidth required in the baseline design. Most of this
bandwidth reduction results from the reduction in quantum error
correction bandwidth bloat. The bandwidth overheard of magic
state distillation remains constant for different error rates because
of the overhead of distillation scales with the number of T-factories
and the number of T-factories scales sub-linearly (Clagll"g("’)l)
with the error-rate (e;).

Table 2: QECC microcode design

’Syndrome‘No. Instructions‘OptimaI 1Code Conﬁguration‘No. ]]s‘ Power ‘

Steane 148 4 Channel = 1Kb x 4 170048| 2.1 W
Shor 300 2 Channel = 2Kb x 2 168264| 1.1uW
SC-17 136 8 Channel = 512b x 8 163472(5.6 uW
SC-13 147 4 Channel = 1Kb x 4 170048| 2.1uW

The technology parameters and syndrome design have signif-
icant impacts on the MCEs’ throughput (the number of qubits
serviced per MCE). Syndrome design decides the unit cell size and
number of sub-cycles (circuit depth) in a QECC cycle. Technology
parameters, like the single qubit instruction latency, decide the
desired peak bandwidth of the microcode memory. Table 2 shows
the optimal microcode memory configurations, a corresponding
number of JJs and total power dissipation for different syndrome
designs. Figure 16 shows MCE throughput for three different tech-
nologies and four syndrome designs. SC-17 and SC-13 are optimized
codes with 17 and 13 qubit unit-cell respectively [50].
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[Projected-Divincenzo T

Shor Stean SC-17 SC-13

Figure 16: MCE throughput with syndrome designs.

19The instruction bandwidth bloat from QECC, is directly proportional to the number
of physical qubits in a quantum computer. Improvements in the magic state distillation
algorithms and the QECC protocols may reduce the number of physical qubits and
the bandwidth bloat. Similarly better magic state distillation algorithms may increase
the number of magic states delivered per T-factory and the instruction bandwidth
requirement for the T-factories [15]. We expect the results reported in this study to
change depending on the theoretical and experimental improvements in the future.
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8 RELATED WORK

Quantum architecture is an active area of research, and we direct
readers to these studies [24, 34, 35, 52] to understand the quantum
computing system stack. Balensiefer et al. [2] identified the over-
head of error correction for the ion-trap computers and proposed
a framework to understand hardware constraints on the system
reliability. Several other works highlighted the impact of quantum
error correction on the design of microarchitecture and proposed
solutions to optimize for area and performance overheads [37].
Thakkar et al. [48] focused on the organization of compute qubits
and memory qubits. The authors observed the temporal locality and
reuse patterns in the quantum workloads and proposed a trade-off
between reliability and latency to optimize the area and execution
time. Researchers have also proposed distributed SIMD architec-
tures and associated scheduling policies to support quantum opera-
tions on a distributed ion-trap based quantum substrate [18, 28, 29].
Prior works have also explored the microarchitectural trade-offs
for eSHe qubits and silicon qubits [6, 8].

Outside of technology constraints, quantum workloads and pro-
gramming also present a unique set of challenges as highlighted by
Patil et al. [39] and Schuchman et al. [40]. A large body of work has
also focused on compiler and programming-language level prob-
lems for quantum computers. One of the major challenges in this
space is handling the extremely large executables. Work in [26]
demonstrated a tool-chain which enables quantum compilation.

9 IMPACT OF TECHNOLOGY ON QUEST

We focus on superconducting quantum computers running defect
based surface code to highlight the instruction bandwidth prob-
lem. To mitigate bandwidth bloat, we envision a distributed control
processor that handles QECC instructions using microcode by lever-
aging the deterministic and asynchronous instruction execution of
QECC instructions. We optimize the capacity and bandwidth of the
microcode table by exploiting the underlying unit-cell structure in
surface codes. These insights are fundamental, they are not limited
to any one qubit technology or a specific QECC and can be ex-
tended for other error correction protocols and qubit technologies.
For example, QUEST can work with concatenation codes where the
first level (inner code) is handled by microcode and higher level
(outer code) concatenations can be handled by software. The hard-
ware/software interface for quantum error correction is still an
open problem. QuEST proposes solutions to overcome this problem
by highlighting the benefits of hardware managed Quantum Error
Correction primitives.

Cryogenic control is one of the dominant constraints for not only
superconducting qubit technologies but also for other promising
quantum technologies [45]. Quantum dots, cryogenic NV-centers
and fully microwave controlled ion-traps [30] will also have to deal
with the challenges of cryogenic control. To this end, both indus-
try and academia have highlighted the need to investigate cryo-
genic control to enable scalable quantum computers [3, 5, 22-24].
Nonetheless, the effectiveness of QuEST is not limited to quantum
computers which require cryogenic environments. The distributed
control processor with MCE-units can reduce the overall cost even
at room temperature and the reduction in instruction bandwidth
from handling the QECC with MCEs would still be substantial.
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10 CONCLUSION

As quantum computers grow from a few qubits to potentially thou-
sands of qubits, they will face several systems and architectural
challenges to scalability. Now is the time for architects to identify
bottlenecks for large-scale quantum computers and propose prac-
tical solutions as these solutions have the potential to enable the
future of quantum computers. In this paper, we identified instruc-
tion bandwidth as one of the key bottlenecks to scaling. As the
quantum substrate relies on a deterministic instruction delivery,
the inability to supply the necessary instruction bandwidth will
result not only in slowdowns but also limit the computer’s func-
tion and scalability. Practical solutions that reduce the demand for
instruction bandwidth allow larger scale quantum computers. To
that end, this paper proposes QuEST, a control processor microar-
chitecture, which manages QECC bandwidth with dedicated QECC
microcode. Our solution reduces instruction bandwidth by five or-
ders of magnitude for key quantum workloads. We extend QuEST
to mitigate the bloat of logical instruction bandwidth caused by
magic state distillation and show an overall bandwidth reduction
of eight orders of magnitude.

While we focus on the instruction bandwidth delivery in this
paper, the concepts in our paper can be used to make quantum
control hardware more efficient by delegating the repeatedly exe-
cuting tasks to the hardware. In a sense, the quantum computing
domain is the middle of establishing the right dynamic-static inter-
face, something that conventional computing went through about
four decades ago. Our future work is to continue to explore the
trade-offs in the dynamic-static interface in the quantum domain.

APPENDIX A

Surface code (SC) is a quantum error correction code which promises
high reliability. In this section, we will provide a brief overview
of the surface codes to highlight the impact of QECC on control
processor design.

A.1 Surface Code Design

The surface code is implemented on a two-dimensional array of
physical qubits, as shown in Figure 18. The qubits are of two
types: data qubits (a, b, c,d, e, f) and ancillary qubits (p, g). The
ancillary qubits are used to generate error syndromes, and data
qubits are used to encode the quantum information. There are two
types of syndromes, X-syndrome which detect bit-flip errors and
Z-syndrome which detect phase-flip errors.

The Figure 18 shows an architecture for 5x5 surface code unit cell
with circuits for X-syndrome and Z-syndrome. Quantum circuits are
set of quantum instructions applied in specific order. For example,
in the X-syndrome circuit, first, an identity instruction is applied
on the qubit p which does not change the state of the qubit. Then
a preparation gate is used to initializes p in state |0). Then, four
CNOT gates are applied serially such that the ancillary qubit:p is a
target qubit and neighboring four data qubits: a, b, ¢, d are control
qubits as shown in Figure 18b. To implement the surface code on
large qubit lattice, instructions patterns of a unit cells are simply
repeated across multiple physical qubits.
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Figure 17: Surface code X-syndrome and Z-syndromes ap-
plied on an unit cell of 5x5 qubits. Unit cell is a patch of
data qubits (yellow circles) and ancillary qubits (black cir-
cles) that repeats in space.

To understand how X-syndrome detects the bit-flip errors, we
need to understand the function of CNOT instruction. The CNOT
instruction operates on two qubits: control and target, it flips the tar-
get qubit if the control bit is |1), else target is unchanged. Note that
the control qubit is always unchanged when CNOT is applied. In
case of x-syndrome generation, we prepared the p qubit in |0), and
let’s assume all the data qubits (a, b, c, d) are |1). This means, when
we apply CNOT(a, p), CNOT (b, p), CNOT(c, p), and CNOT(d, p)
each gate would flip the ancillary qubit p and ultimately have no
effect on the state of p. However, if there is one bit-flip error on any
of the data qubits then p would flip, and error can be detected once
we measure p. This can be extended to a case where states of the
data-qubits are arbitrary. As long as a, b, ¢, d have identical quantum
states; ancillary qubit would not flip its state. Similarly, a phase-flip
can be detected by generating and measuring Z-syndrome. When
an isolated single bit flip or phase flip error occurs, syndrome mea-
surements can be used to point the errors. In Figure 18, @ shows
scenario when the data qubit have a phase(Z) error which creates an
unbalanced Z-syndromes, and Z error can be detected by measuring
ancillary qubits. In the case of bit-flip error @, ancillary qubit in
an X-syndrome would flip, and error can be detected. However,
error detection becomes tricky in the case of long chains of X and Z
errors, as shown in @) in Figure 18b. Symmetric chains of X-errors
about measurement qubit causes flip in adjacent error syndromes
of erroneous qubits. To resolve this error we need to look at all the
neighboring syndromes. The decoding of error becomes, even more,
trickier if there are more than two errors in the same syndrome, or
if the error chain is long @.

A.2 Error Decoder

Error decoder is used to resolve complex error patterns and provide
protection against a large class of error patterns. To facilitate the
error decoding, syndrome measurement is recorded every time it
changes its value. These records can be represented as a classical
data structure which stores the changes in syndrome measurement
in space and time. This data structure is used as part of error correc-
tion decoder which can identify the error positions by observing
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Figure 18: Surface code detects the isolated and chains of X
and Z errors. It detect the chain of errors using minimum
weight perfect matching decoder [14].

changes in syndrome over a window of space and time. Pairs of
flipped syndromes are connected to generate a weighted graph. To
find the exact locations of the errors, the minimum weight match-
ing algorithm is run on the graph [13]. It is important to note that
surface code performs decoding with classical information since
the syndromes are measured every time, and the measurements
are stored in a weighted graph. Once errors are resolved, they can
be corrected by executing quantum instructions. As both X and Z
errors are unitary, we can simply maintain the log for all the errors
and correct them before measuring a qubit. This decouples the error
decoding and error correction from the quantum execution (for
details please refer [14]).
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