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Row Hammer Attacks
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Row Hammer is Getting Worse
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Row Hammer Threshold: Min. Activations for Bit Flips
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Victim-Focused Mitigations (VFM)
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Half-Double Attack on VFM

5

Google’s Half-Double Attack: 
Exploits Mitigative Refresh*

Source*: Half-Double [USENIX SECURITY’2022]
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Swap

Randomized Row-Swap [ASPLOS’22]
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RRS Security Pitfall: Latent Activations
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RRS Security Pitfall: Latent Activations
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Juggernaut Attack
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Exploit latent activations

Juggernaut Attack

10

Random Guess

Random Guess

Random Guess
Break RRS in < 4 hoursRandom Guess

Guess Aggressor2

1
Swap Bit Flip0

Please see the paper for a detailed security analysis



Secure Row-Swap (SRS)
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Unswap
…
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Latency SpikePerformance Degradation
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Secure Row-Swap (SRS)
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No Performance Overhead

Key Idea: Delay unswaps using two separate tables
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Implementation  of Secure Row-Swap
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Please see the paper for our detailed implementation



Insight: Scalable & Secure Mitigation
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Outlier rows: Bypassing SRS à Cause Bit Flips



Number of 
Outlier Rows Attack Time

1 12 Secs
2 1.3 Hours
3 30.7 Days
4 64 Years
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Few outliers bypass SRS

Pin these outliers in LLC!

Better Scalability

Insight: Scalable & Secure Mitigation



Scalable and Secure Row-Swap
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Scale-SRS: SRAM Overhead
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4800 36 KB 18.7 KB
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Overhead Per Bank

3.3X lower SRAM Overhead



Scale-SRS: Performance

19

0.70

0.80

0.90

1.00

hm
m
er

bz
ip
2

h2
64

ca
lc
ul
ix

gc
c

ze
us

m
p

as
ta
r

sp
hi
nx

m
um

m
er

fe
rr
et

go
bm

k
bl
en

de
r_
17

fr
eq

st
re
am

gc
c_

17
sw

ap
t

bl
ac

k
co

m
m
1

xz
_1

7
co

m
m
2

om
ne

tp
p_

17
flu

id
om

ne
tp
p

fa
ce m
cf

gr
om

ac
s

co
m
m
5

co
m
m
3

gu
ps

SP
EC

2K
6(
29

)
SP

EC
2K

17
(2
2)

G
AP

(6
)

C
O
M
M
ER

C
IA
L(
5)

PA
RS

EC
(7
)

B
IO

B
EN

C
H
(2
)

M
IX
(6
)

A
LL

-7
8

N
or

m
al

iz
ed

 P
er

fo
rm

an
ce

RRS Scale-SRS Row Hammer Threshold: 1200

Less than 1% performance overhead



20

Juggernaut à Breaks Randomized Row-Swap (RRS) in < 4 hours

Secure Row-Swap: Secure against 2+ years of continuous attacks

Scalable & Secure Row-Swap à Scalable and Low-Cost Mitigation

Summary



Thank You!
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jhwoo36@ece.ubc.ca

JeonghyunW

jeonghyunwoo0306.github.io



RRS versus Scale-SRS
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