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Row Hammer is Getting Worse

Row Hammer Threshold: Min. Activations for Bit Flips
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Half-Double Attack on VFM

Googles Half Double Attackipiprrr @rnrr

As Chips Shrink, Rowhammer Attacks Get
Harder to Stop

A full fix for the “Half-Double” technique will require re
are designed.
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Randomized Row-Swap [ASPLOS22]
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RRS Security Pitfall: Lat
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RRS Security Pitfall: Lat
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Juggern%ut Attack

Random Guess
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Secure Row-Swa
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Secure Row—

Randomized Row-Swap (RRS)

Unswap
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Secure Row-Swap (SRS)

Key ldea: Delay unswaps using two separate tables

Unswap Rows  Unswap Rows  Unswap Rows
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Implementation of Secure Row-Swap
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Insight: Scalable & Secure Mitigation
Outlier rows: Bypassing SRS - Cause Bit Flips
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Insight: Scalable & Secure Mitigation

Few outliers bypass SRS Number of Attack Time
Outlier Rows

1 12 Secs
2 1.3 Hours

3 30.7 Days
Better Scalability 4 64 Years
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Scalable and Secure Row-Swap
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Scale-SRS: SRAM Overhead

Row Indirection Overhead Per Bank
Table (RIT) Row
Even | Odd Hammer
- S Threshold
Tracker 4800 36 KB 18.7 KB
> . 2400 131 KB 44 .4 KB
Place-Back
Buffer 1200 251 KB 76.9 KB
Memory 3.3X lower SRAM Overhead

Controller
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Performance

m Scale-SRS

SRS:

Scale

Row Hammer Threshold: 1200

RRS
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Summary

4 )
Juggernaut - Breaks Randomized Row-Swap (RRS) in < 4 hours

\_ J

4 N
Secure Row-Swap: Secure against 2+ years of continuous attacks

\_ y,

4 N

Scalable & Secure Row-Swap - Scalable and Low-Cost Mitigation
\_ y,
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Thank You!

@ jnwoo36@ece.ubc.ca

y JeonghyunW

/ﬂ‘ jeonghyunwoo0306.github.io

Y MAYBE WE SHouLD TRY A DIFFERENT
GecURITY APPROACH THIS YEAR, “
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RRS versus Scale-SRS

< 4 hours

Security

Performance Storage
Overhead Overhead
5% RRS 250KB

SRAM/Bank

2+ Years

Security

Performance Storage
Overhead Overhead

<1% Scale-SRS 3.3X lower
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